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conpal LAN Crypt provides transparent file encryption. It was developed to enable users within 

large organizations to exchange data confidentially. In this situation, encrypted files can be 

stored locally on the userôs hard disk or on a removable medium or even on network drives. 

The encryption process is completely transparent for users. It takes place automatically when 

the files are created or saved. These files are also decrypted transparently when their data is 

read. This process is performed by a filter driver that is integrated in the file system on a Win-

dows computer. As of version 4.0.0, conpal LAN Crypt offers for the first time the option of 

performing the file encryption using a future-proof mini filter driver. This modern file filter driver 

will completely replace the legacy file filter driver in future that was part of all previous installa-

tions. During installation, conpal LAN Crypt from version 4.0.0 offers the choice of both file filter 

drivers. The set file filter driver can be changed at any time on the client. If you change the file 

filter driver, you have to restart the client computer afterwards. After restarting the computer, 

all encryption and decryption functions then take place with the currently activated file filter 

driver. The conpal LAN Crypt filter driver works in a similar fashion to a virus scanner: it iden-

tifies which files are to be accessed and performs the appropriate encryption or decryption 

operation on them. Whenever a user moves a file into a trusted directory, the file is encrypted 

on that userôs computer, and each time another trusted user, who is a member of the same 

group, reads the file from this directory, it is transferred to this user in encrypted form. The file 

is not decrypted until it reaches the target computer, where the user can change it. Then it is 

encrypted again before being returned to the encrypted directory. 

Encrypted files are not "assigned" to individual users. Any user who has the right key can 

access the encrypted file. This allows administrators to create logical user groups whose mem-

bers can share encrypted files. This process can be compared with a bunch of keys, just like 

you use in daily life: conpal LAN Crypt provides users and user groups with a bunch of keys, 

and the individual keys can be used to open different doors or safes. 

Unauthorized users may be able to physically access these encrypted files (but only from 

workstations without conpal LAN Crypt). However, without conpal LAN Crypt authorization they 

will not be able to read them. 

As a result, a file is always protected, even if no access protection is defined for the file system 

itself, if the network is attacked, or the employees do not comply with the organizationôs secu-

rity policy. 

If you need to protect your intellectual property, which is stored in files, from unauthorized 

access over the LAN, on file servers, on local hard disks or even on removable media, conpal 

LAN Crypt is your product of choice. 

The Security Officer (SO) can specify which files and folders are to be protected by conpal 

LAN Crypt, centrally, by defining one or more encryption rules. For example, to ensure that all 



Word documents are protected, the Security Officer would define the rule *.docx. As soon as 

this rule was rolled out across a client system as part of a policy file, all Word documents would 

be encrypted, no matter where they are stored. If required, more than one encryption rule can 

be combined to form an encryption profile. 

In this example, three different rules have been brought together in one encryption profile: 

With conpal LAN Crypt the Security Officer can define very complex rules to ensure that only 

the actual data they require is encrypted in very specific locations. These rules are rolled out 

in policy files that can be stored on a file server or in the net logon folder on a Windows Domain 

Controller. The Security Officer can create a tailored policy for each individual user at the click 

of a button. This policy contains all the keys and rules that apply to that user. 

The Security Officer uses the conpal LAN Crypt Administration graphical user interface to gen-

erate and administer these policy files. In turn, this uses the Microsoft Management Console 

(MMC) as its interface. The Snap-Ins provide the Security Officer with a range of tools to make 

their tasks easier. 

The policy files are protected separately, by means of certificates, for every single user. Thus, 

among other things, all keys contained in this file are encrypted with the public key of the 

certificate of the respective user, so that only the authorized user who also has the private key 

for the certificate used can open this file via the conpal LAN Crypt client application. A Public 

Key Infrastructure (PKI) already available in the organization can be used here. Alternatively, 

the Security Officer can use the option of generating the certificates himself using conpal LAN 

Crypt. 

The conpal LAN Crypt administration data is then stored in an SQL database. Of course, all 

important data records and especially the key data are encrypted in the SQL database. Be-

cause the database used here is not dependent on the system administration functionality, the 

security and system administration functions can be kept strictly separate. conpal LAN Crypt 

can also be used to configure different Security Officer roles whose permissions can be re-

stricted to suit specific tasks in specific areas. 

Only the Master Security Officer (MSO) has all rights at all times. A Master Security Officer is 

also able to delegate individual tasks and rights for the administration of conpal LAN Crypt to 

further Security Officers and thus create an administration hierarchy that meets the organiza-

tional structure of every company. 

Rule  Key  Description  

*.docx Key1 This encrypts all Word documents with 
ñKey1ò, no matter where they are stored. 

D:\Data\*.* Key2 This encrypts all the files in the specified 

folder with ñKey2ò. 

\\Server1\Share1\HR\*.xlsx Key3 This encrypts all the Excel files in the speci-

fied server folder with ñKey3ò. 



conpal LAN Crypt guarantees that sensitive files can be stored securely on file servers and 

workstations. The data is transmitted securely over LAN or WAN networks, as encryption and 

decryption are performed in RAM on the client workstation. There is no need to install special 

security software on the file server itself. 

The policy files include all the rules, access rights and keys required for transparent encryption. 

In order for a user to be able to encrypt and decrypt data with conpal LAN Crypt on his work-

station, he must be able to access his policy file. This is done through a network share for the 

location where the policy file is located. The policy file is encrypted and protected from unau-

thorized use by a certificate. To be able to use them, the user must have the private key of his 

certificate and know the password. 

All encryption/decryption tasks run transparently on the client workstation with minimal user 

interaction. 

conpal LAN Crypt allows trusted users to be organized into different trusted groups by defining 

different rights for directories and files. These rights are grouped into encryption profiles for the 

users. The user can access the policy file containing the encryption profile by owning the pri-

vate key assigned to the certificate. 

All conpal LAN Crypt users, whose policy file contains the same encryption profile, are mem-

bers of a trusted group. They do not need to worry about encryption or key exchange. They 

only have to be able to access the policy files to have their data encrypted or decrypted trans-

parently, as soon as they open or close it. 

As the encryption profiles are distributed via policy files, all organizational forms can be 

mapped from a centralized LAN model, in which users are administered centrally, to a remote 

model in which users work on notebooks. 

conpal LAN Crypt supports Windows as well as macOS and for mobile devices Android and 

iOS / iPadOS. 

A separate administration computer is used to configure conpal LAN Crypt and administer 

encryption profiles. To draw a clear distinction between Windows administration and conpal 

LAN Crypt administration, the role of a security officer must be established. The security officer 

defines encryption profiles in policy files to specify which encrypted data is to be stored in 

particular directories, and who is allowed to access this data. After creating the policy files on 

the administration station, the security officer deploys them. 

A standard Windows tool, the Microsoft Management Console (MMC), is used to administer 

conpal LAN Crypt. The conpal LAN Crypt Administration user interface consists of snap-ins for 

the MMC. conpal LAN Crypt Administration stores most of the objects to be administered (user 

data, keys, encryption paths, etc.) in their own database. 



There are two major benefits to using this database approach instead of just Windows tools 

such as Active Directory: 

Â System administration and security administration can be kept strictly separate. This is 

because conpal LAN Crypt uses a dedicated database, and is totally independent of 

system administration. The keys in the conpal LAN Crypt administration database are 

encrypted and thus protected against unauthorized access. In addition, this database 

prevents the conpal LAN Crypt system from being changed unintentionally (e.g. if the 

system administrator deletes a required security object). 

Â On the other hand, it is often not a good idea to allow people who are not system admin-

istrators to change the system configuration. It is obvious that assigning permission to 

write data for system administration is a real problem. This is another good reason for 

storing conpal LAN Crypt-specific data in a separate database. 

To provide the best possible protection, conpal LAN Cryptôs functions are divided into two 

parts: 

Â conpal LAN Crypt  User functions  

The conpal LAN Crypt user functions include the encryption and decryption information 

for data. This information is required for everyday tasks using conpal LAN Crypt. As soon 

as a user is permitted to access the encryption information, the files are encrypted and 

decrypted transparently. No further user interaction is required. In addition, conpal LAN 

Crypt has a range of display functions that allow the user to view "their" encryption profile 

and the keys provided to him. 

Â conpal LAN Crypt  Security Officer  functions  

The conpal LAN Crypt Administration offers functions that are reserved for a Security 

Officer. Encryption rules can only be administered if you have a Security Officer certifi-

cate. Only then is it possible to create new encryption profiles or manage existing ones, 

for example. 

Both components can be installed separately. 

For the user, transparent encryption means that all data stored in an encrypted form (in en-

crypted folders or drives) is automatically decrypted in RAM when opened by an application. 

When the file is saved, it is automatically encrypted again. 

Â Every file for which there is an encryption rule is encrypted automatically. 

Â If files are copied or moved to an encrypted folder, they are encrypted in accordance with 

the encryption rule that applies to that folder. You can, of course, also define different 

encryption rules for different file extensions or names in the same folder. Encryption is 

not specific to folders. It depends entirely on encryption rules! 

Â When encrypted files are renamed, they remain encrypted (provided there is not a dif-

ferent encryption rule, or no encryption rule, for the new file name/file extension). 



Â If you copy or move encrypted files to a location where the current encryption rule is no 

longer valid, they remain encrypted, as persistent encryption is enabled by default. 

Â If you copy or move encrypted files to a location where the current encryption rule is no 

longer valid, but a different encryption rule is valid, these files are first decrypted and 

then encrypted again according to the new encryption rule. 

Â Transparent encryption is applied to all file operations. The user remains completely un-

aware of these processes while working with encrypted data, because they all run in the 

background. 

Â Persistent encryption can be used to prevent a user from unintentionally decrypting files 

when copying or moving them to a folder for which no encryption rule exists. 

If the user does not own the appropriate key, they are not permitted to access the encrypted 

data in a folder. The user cannot read, copy, move, rename, or in any other way interact with 

the encrypted files in this folder. 

If the user has the key with which the files are encrypted, he can open and work with these 

files at any time, even if no encryption rule refers to these files in his encryption profile. 

For performance reasons, conpal LAN Crypt does not change the encryption status when com-

plete folders are moved using Windows Explorer. This means that no encryption, decryption 

or re-encryption is carried out when a folder is moved or renamed. 

If files were encrypted, they remain encrypted in the new folder or in the new storage location. 

If the user owns the appropriate key, they can work with these files as usual. 

Note: However, this only applies if there is no encryption rule for the new storage location. If 

there is, however, the files will be encrypted according to the encryption rule applicable to the 

new storage location. 

Moving files and folders securely : conpal LAN Crypt also enables files and folders to be 

moved securely. The files are also encrypted, decrypted or re-encrypted as required in accord-

ance with the applicable encryption rules. The source files are securely deleted (ñwipedò) after 

being moved. 

This function is available via the Secure move  entry in the Windows Explorer context menu 

under the item conpal LAN Crypt . A dialog can then be used to select the location to which 

the files are to be moved. 



If the Persistent Encryption  function is deactivated, a file for decryption only needs to be 

copied or moved to a location or folder for which no encryption rule exists. It will then be auto-

matically decrypted. 

However, this is only the case if 

Â an appropriate encryption profile has been loaded, 

Â the user has the right key, 

Â no encryption rule for the new location exists in the active encryption profile. 

If your encryption profile is loaded, you can delete any encrypted file for which you own the key. 

Note: Deleting files actually means you move them to the Windows Recycle Bin. To provide 

the highest level of security, files encrypted by conpal LAN Crypt remain encrypted in the Re-

cycle Bin. For emptying the Recycle Bin no key is necessary. 

The following files and folders are automatically excluded from encryption (even if an encryp-

tion rule has been defined for these files): 

Â Files in the conpal LAN Crypt installation folder. 

Â Files in the Windows installation folder. 

Â Policy File Cache. 

Location is specified in conpal LAN Crypt Administration and displayed on the Profile  

tab of the Status  dialog. 

Â Root directory of the System drive. Subfolders are not excluded. 

Â Indexed Locations (search-ms). 

Files normally remain encrypted by conpal LAN Crypt only as long as they are subject to an 

encryption policy. Files would therefore be decrypted if they were copied or moved to a folder 

for which no encryption rule applies. 

If you do not want unwanted plaintext copies of encrypted files to be created, Persistent En-

cryption  can prevent this. With the Persistent Encryption  you can ensure that encrypted files 

are not decrypted when they are moved or copied. 

Security Officers or System Administrators can deactivate this behavior in the conpal LAN Crypt 

configuration via a group policy (GPO) in Windows. By default, this function is already activated 



in conpal LAN Crypt. If Persistent Encryption  is deactivated, encrypted files will be decrypted 

and stored in plain text, when they are copied / moved to a location which is not defined in the 

encryption rule. 

For Persistent Encryption  the following rules apply: 

Â The conpal LAN Crypt driver only keeps the name of the file without any path information. 

Only this name can be used for comparison and therefore will only catch situations where 

the name of the source and the target file is identical. If the file is renamed during the 

copy operation, the resulting file is considered to be a ñdifferentò file and thus not subject 

to the Persistent Encryption . 

Â When a user saves an encrypted file with Save As  under a different file name in a loca-

tion not covered by an encryption rule, the file will be plain text. 

Â Information about files is kept for a limited time only. If the operation takes too long (more 

than 15 seconds), the newly created file is considered to be a different, independent file 

and thus not subject to the Persistent Encryption . 

As mentioned above, Persistent Encryption  tries to ensure that an encrypted file retains its 

encryption state, for example its original encryption key. This works perfectly fine if the file is 

relocated to a folder with no applicable encryption policy. But if the file is copied or moved to a 

location where an encryption policy applies, the encryption policy has higher priority and thus 

overrules Persistent Encryption . The file will end up encrypted with the key defined in the 

encryption rule and not with the one that was originally used. 

An Ignore path rule  also overrides Persistent Encryption , thus ensuring that encrypted files 

which are copied to a folder with an applicable Ignore path are stored in plain! 

An Ignore path rule  is primarily used for files that are accessed very frequently, and for files 

which do not have a particular reason to be encrypted. This improves system performance. 

Note: There is no access protection for files in folders that are subject to an ignore path rule  

if the mini-filter is used as the encryption driver. 

An Exclude path rule  also overrides Persistent Encryption , thus ensuring that encrypted 

files that are copied to a folder with an applicable Exclude path are stored in plain!! 

Note: For files in folders that are subject to an Exclude path rule , access protection still exists. 

Due to technical reasons Persistent Encryption has some limitations or in other words the ac-

tual result of Persistent Encryption might not always meet the expectations of the user. 



Here are some common scenarios where the Persistent Encryption falls short: 

Files that are supposed to remain plain are encrypted  

Â PLAIN files are copied to multiple locations with and without applying encryption 

rules . 

If a plain file is copied to several locations at the same time, with one having an encryp-

tion rule applied, the other copies of that file might be encrypted too, although the original 

file is not encrypted. If the file is copied to an encrypted location in the first place, the file 

is added to the drivers internal list. When the second copy is created anywhere else, the 

driver does find the file name in its list and therefore encrypts the second copy, too. 

Â Create a file w ith the same name after accessing an encrypted file . 

If an encrypted file is opened (accessed) and a new file with the same name is created 

shortly afterwards, the newly created file will be encrypted with the same key as the file 

that was opened first. 

Note: This only applies if the same application/thread is used for reading the encrypted 

file as well as creating the new one. 

A common use case: In Windows Explorer right-click in a folder with encryption rule and 

click New > Text  Document . Immediately right-click in a folder without encryption rule 

and click New > Text  Document . The second file will be encrypted, too. 

Files are not encrypted  

Â Multiple copies of a file are created  

If copies of an encrypted file are created in the same folder as the original file, these 

copies are not encrypted. Since the created copies have different file names (for example 

doc.txt vs. doc - Copy.txt) the matching of the file name fails and therefore they are not 

encrypted by Persistent Encryption . 

If a DLP product identifies data that needs to be encrypted, it can use the conpal LAN Crypt 

Client API to encrypt these files. In conpal LAN Crypt Administration, you can define different 

encryption tags that specify the conpal LAN Crypt key to be used. 

The Client API can use these predefined encryption tags in order to apply special keys for 

different content, for example the encryption tag <CONFIDENTIAL> to encrypt all files that are 

categorized as confidential by your DLP product. 



conpal LAN Crypt consists of the two components: The conpal LAN Crypt administration and 

the conpal LAN Crypt client. Both components are typically installed on standard workstation 

computers with the Windows 10 (x64) or Windows 11 (x64) operating system. Security officers 

use conpal LAN Crypt Administration to define and distribute encryption profiles and then make 

them available to users. 

The following figure illustrates the interaction of the individual components and how conpal 

LAN Crypt is integrated into the company network: 

The administrative component contains the necessary tools for the central administration of 

conpal LAN Crypt and is used by one or more security officers. The installation is typically 

carried out on one or more workstation computers with Windows 10 (x64) or Windows 11 (x64) 

as the operating system. Installation on a Windows server system supported by conpal LAN 

Crypt is also possible if central administration via Windows Terminal Services or Citrix Meta-

Frame is required. This is particularly recommended in larger environments and especially in 

distributed locations. The conpal LAN Crypt Administration is then accessed via Remote Desk-

top (RDP) or Independent Computing Architecture (ICA) protocol. For further information about 

the supported Windows versions, please refer the conpal LAN Crypt release notes. 

Since the maximum security and confidentiality of the data to be protected can only be guar-

anteed if the conpal LAN Crypt administration and system administration are independent of 

each other, conpal LAN Crypt has separate user and group administration. To make work 

easier, users and groups managed by conpal LAN Crypt can be imported from an existing 

Active Directory or another LDAP-based directory. 

https://docs.lancrypt.com/en/readmes/conpal%20LAN%20Crypt%204.00.3%20Administration%20release%20notes.html


The conpal LAN Crypt administration requires an SQL database to store configuration data 

and to manage conpal LAN Crypt users and groups. The database can be installed locally on 

the administration system if the Microsoft SQL Server Express Edition is used. For larger in-

stallations with several security officers, the use of a central database system in the form of a 

Microsoft SQL or Oracle server is recommended. 

Security Officers are responsible for defining the security policy used in their organization. 

They specify the policies and ensure that they are implemented, modified and adhered to cor-

rectly. Smaller companies will usually manage with just one Security Officer. Larger organiza-

tions often have several Security Officers who usually work at departmental or site level and 

are organized into a hierarchy. conpal LAN Crypt can also represent and reflect the various 

hierarchy levels involved in this situation. 

At the top of the hierarchy stands one or more Master Security Officers: they must be present 

when the conpal LAN Crypt database is generated. These officers define the first policies and 

decide whether the Four-eyes-principal rule (two Security Officer necessary for authentication) 

is to be used for actions that impact security issues. Each Security Officer is assigned particular 

administrative permissions which define their fundamental rights. Their area of responsibility 

can also be limited to a few user groups by Access Control Lists (ACLs). 

conpal LAN Crypt uses Key Encryption Keys (KEKs) to administer access rights for users. These 

are encrypted and stored in the SQL database and, like all database contents, are protected 

from being changed with MAC and hash values. Administration tasks are arranged in such a way 

that a Security Officer can only ever know the name of a key and not its actual value. This means 

they can work with key objects and create encryption rules. The flexibility of permission control 

procedures mean that a wide range of scenarios can be covered. For example, a Section Head 

can define keys and assign folders. In the next work step, a central Security Officer can generate 

the encryption profile. As a result, the keys remain under central control. 

conpal LAN Crypt recognizes two automatically-generated key types: user keys and group 

keys. User keys are generated for individual users and can be used for generic encryption 

rules, such as the encryption of home directories or local or temporary folders. Each user has 

precisely one user key. If data protected by a user key has to be recovered in an emergency, 

the Security Officer must assign this specific key to another user. This type of recovery requires 

a special administrative permission and can be linked with a ĂFour-eyes-principal ruleò (ap-

proval by a second person) to ensure that it is not misused. A similar concept is also available 

for user groups: this is the group key (see ñRe-assigning specific keysñ). 

Note:  For information on an emergency recovery of the conpal LAN Crypt administration, for 

example if the certificate of the Master Security Officer is damaged, see Chapter 3.5.10 "The 

Recovery Keys tab" on page 52. 

The policy files include all the rules, access rights and keys required for transparent encryption. 

Before a user is able to encrypt/decrypt data using the conpal LAN Crypt software installed on 

the client workstation, they first need to access the encryption information stored in a policy 

file. In this situation the policy files are stored either on a file server or in a domain controllerôs 

Net logon share. 



Note: You do not need to install conpal LAN Crypt components on file servers or domain con-

trollers. To facilitate the administration of the conpal LAN Crypt user groups and client com-

puters, however, it can be helpful to install the administrative template files (*.ADMX files) 

supplied with the admin console on an administrative workstation (RSAT). These enable sim-

ple and clear administration of the most important settings for the conpal LAN Crypt clients. 

The policy file is protected against unauthorized access by a certificate. Only the owner of the 

certificate has access to the private key belonging to the certificate, and can therefore use this 

certificate to access the relevant encryption information. If self-signed certificates are being 

used these are also stored on a fileserver and the user will require read access rights, to enable 

them to use the certificates. conpal LAN Crypt also supports the use of certificates stored on 

smartcards, USB tokens or suitable hardware boards. 

Note: You can use conpal LAN Crypt without having to use smartcards or tokens to store 

certificates. 

The paths to the policy files (from the userôs point of view) and other conpal LAN Crypt settings 

are identified by mechanisms in the operating system. 

A conpal LAN Crypt trusted group consists of a number of users with the same encryption 

profile. Policy files for every single user are generated in Administration. All conpal LAN Crypt 

users who have the same profile stored in their policy file are members of an authorization 

group. They do not need to worry about encryption or key exchange. They only have to be 

able to access the policy file to have their data encrypted or decrypted transparently, as soon 

as they close or open it. 

The conpal LAN Crypt Client is installed on the Windows systems (PCs, workstations, note-

books, terminal servers) on which you want encryption to be performed. In addition to the filter 

driver required for encryption and decryption, the client component has a range of other op-

tional components: 

Â Explorer extensions for initial and explicit encryption. 

Â A user application for loading and deleting encryption rules as well as activating and 

deactivating encryption. 

Â A user application for displaying all the settings and rules that are active on the client. 

This is for example important in support cases. 

Â A user application for initial encryption. 

Â Token support so that token-based certificates can be used to access stored encryption 

information. 

After starting the conpal LAN Crypt client, it accesses the folder with its PKCS#12 container 

(*.P12 file) and its policy file via mechanisms of the operating system (registry settings, group 

policies). When accessing the PKCS#12 container for the first time, the user must enter a PIN 

that a security officer has given him in a secure way. The user certificate is then stored in the 



local certificate memory of the operating system, i.e., linked to the loaded Windows profile. The 

certificate allows access to the encrypted parts of the policy file via the ñProfile Encryption Key 

- PEKò. If the certificate is stored on a hardware-based token supported by the client compo-

nent, no further user interaction is required for encryption and decryption after the token has 

been unlocked. 

The conpal LAN Crypt Client then loads the policy file with its settings and keys. 

conpal LAN Crypt uses certificates and public/private key pairs to secure encryption infor-

mation stored in policy files. Only the owner of a certificate can access the private key that 

belongs to that certificate and is therefore able to use it to access the encryption information. 

Which certificates can be used and where do they come from: 

Â A company either has its own Public Key Infrastructure (PKI) or uses a Trust Center to 

create certificates for the users. In this case, existing certificates can be used. 

Â Alternatively, the conpal LAN Crypt Administration component can generate self-signed 

certificates. These certificates can only be used by conpal LAN Crypt! The certificates 

also have a Critical Extension to show applications that they must not be used. These 

are simple certificates (comparable to Class-1 certificates) which comply with the X.509 

standard. 

In conpal LAN Crypt you can configure whether a critical extension is added to a newly gener-

ated certificate or not. 

Note: In certain situation other applications will ignore these Critical Extensions on conpal LAN 

Crypt certificates. This will then cause problems with these self-signed certificates. In such 

cases you must explicitly deactivate all the areas of use for conpal LAN Crypt certificates with 

the Microsoft Management Consoleôs certificate snap-in to prevent these certificates from be-

ing used in other applications. 

The certificates are assigned to the users within the conpal LAN Crypt Administration compo-

nent. 

Important information about how to use certificates: 

Â conpal LAN Crypt only uses the Microsoft Crypto API for certificate functionality. 

Â conpal LAN Crypt supports all Cryptographic Service Providers (CSPs) that comply with 

certain standards (e.g., RSA key length at least 2048 bits). They include, among others, 

the Microsoft Enhanced CSP. 

Note: The Microsoft Standard CSP (Microsoft Base CSP) cannot be used. 



If you have any questions about the compatibility of other CSPs, please contact the support 

team. (see Technical Support on page 173). 

As conpal LAN Crypt aims to provide the highest possible security, it is necessary to use strong 

CSPs such as the Microsoft Strong Cryptographic Service Provider. These CSPs allow the 

use of keys that are up to 16384 bits long and provide strong encryption algorithms (such as 

AES). 

You will also need to activate the following option when importing a certificate using the certif-

icate import wizard: Enable strong private key protection. 

You will be prompted to enter the password every time the private key is used by an application. 

After you click Finish  in the certificate import wizard, the Importing a new private exchange key 

dialog is displayed. Click on Set Security Level , to set the security level again: 

Â High  

If you select High, you will need to enter a password to confirm that you are using a 

private key. In the next dialog box, enter a new password. 

Â Medium  

If you select Medium, the system displays a prompt in which you are asked to confirm 

the use of a private key by clicking OK. 

Highest Security Level with Automatically -Imported Private Exchange Keys 

(*.p12, *.pfx)  

conpal LAN Crypt allows you to import certificates automatically. To use the medium or high 

security level with the private keys belonging to these certificates, you must set the Strong 

private key protection  option in the conpal LAN Crypt Configuration to yes. 

 

If this option is not activated, the security level ñlowò is automatically used for the imported 

certificates. 

In this way, you can ensure that certificates with a high security level are compulsory and can 

be implemented within a company-wide security policy. 



Note: If the highest security level is being used, conpal LAN Crypt users must enter the pass-

word for the private key once, at the Windows logon prompt, and again manually, each time 

an encryption rule is loaded. 

Smartcard:  

If certificates stored on smartcards are used, the password only has to be entered once. As 

long as the smartcard remains in the card reader there is no need to enter the password again. 

Note: We recommend that you set this option to high before starting conpal LAN Crypt 

Administration for the first time. If not, the initial Master Security Officerôs certificate is used 

without security level ñhighò, when it is created by conpal LAN Crypt, and not, for example, 

imported from a smartcard. 

Note: Windows caches PINs for 24 hours by default. Using software certificates may cause 

security problems when you log on to conpal LAN Crypt Administration and when additional 

authorization is provided. We strongly recommend that you deactivate this feature. 

To do so, set these values: 

"PrivKeyCacheMaxItems"=dword:00000000  

ĂPrivKeyCachePurgeIntervalSeconds"=dword:00000000 

Under the key: 

HKEY_LOCAL_MACHINE\  

SOFTWARE\  

Policies \  

Microsoft \  

Cryptography  

If you do this, the PINs will not be cached. 

Â The certificate must include a public key. 

Â The private key for the assigned certificate must be available before a user can access 

the encryption profile. 

Â Only certificates stored in User Configuration in the Personal Certificates, Other People 

and Active Directory User Object certificate stores, and in Local Computers in the Per-

sonal Certificates certificate store, are listed by conpal LAN Crypt. conpal LAN Crypt 

ignores certificates that are stored in other locations! 

You can use the Certificate Management Console snap-in to import and organize certificates. 

Â Only the public key is used to ñassociateò a certificate with conpal LAN Cryptôs encryption 

information. You do not need to know the private key. The private key remains the prop-

erty of the certificateôs owner, who is the only person who can access the encryption 

information. 



We recommend that you have the certificates available and ready to use before you start in-

stalling conpal LAN Crypt. The certificates then appear in the Certificates dialog immediately 

after conpal LAN Crypt has been installed, and can be used right away. 

Note: conpal LAN Crypt does not administer certificates. However, you can do so using your 

companyôs own PKI infrastructure or by using trust centers. 

conpal LAN Crypt carries out extended certificate verification. This means that certificates are 

not accepted until their entire certificate chain (evaluation of a Certificate Revocation List) has 

been checked. 

Extended certificate verification is carried out for these certificates: 

Â For certificates which are provided when a Master Security Officer is created. Only cer-

tificates which pass the entire check are displayed. 

Â For certificates which are created after a recovery key has been used to assign a new 

certificate to a Security Officer. Only certificates which pass the entire check are dis-

played. 

Â For certificates which are used by Security Officers to log on to the conpal LAN Crypt 

database. If the certificates cannot be checked, access is denied. 

Â For certificates which are used for additional authorizations. 

These are the preconditions for extended certificate verification: 

Â The certificate being used must include a CRL. 

Some PKIs allow you to define a CRL in the certificate itself. If a CRL has been defined, 

the list is evaluated. You may need to download a CRL from the issuer via the network 

for this purpose. If the certificate cannot be verified, the encryption profile is not loaded. 

Â A CRL has been loaded into the local certificate store. 

Note: You may need a network connection before you can evaluate a CRL. If this connection 

cannot be established, access will be denied, even though the certificate itself may be valid. 

As the use of certificates is handled by using Cryptographic Service Providers (CSPs), smart-

cards are supported automatically when a smartcard CSP is used. You can therefore handle 

access to encryption information by using certificates on smartcards. 

Note: If you want to use certificates on smartcards, please make sure that the smartcard 

reader, the associated middleware and a corresponding Cryptographic Service Provider (CSP) 

are correctly installed and operational! 



Note: You can only install conpal LAN Crypt if you have Windows Administrator privileges. 

1. Go to the Install directory of your unzipped installation package and double-click on the 

LCAdmin.msi file. 

An installation wizard guides you as you install conpal LAN Crypt Admin, which is a very 

simple process. Click Next . 

2. The License Agreement dialog is displayed. 

Select I accept the license agreement  in the License Agreement dialog. If you do not 

do this, you will not be able to install conpal LAN Crypt! Click Next . 

3. The Destination Folder dialog appears. 

Select where you want to install conpal LAN Crypt. If you do not change this setting, the 

installation takes place under: 

<System  Drive >: \ Progr am Files  (x86) \ conpal \ LAN Crypt \ Administration \  

Click Next . 

4. The Select Installation Type dialog is displayed. 

In this dialog, you can select which conpal LAN Crypt components are to be installed. 

 

If you chose Custom , you can choose the components to be installed: 

Â Administration  

Installs the conpal LAN Crypt Administration. 

Â Script ing API 

Installs the conpal LAN Crypt Scripting API required for using scripts to administer 

the product. 

5. Select which components are to be installed and click Next . 

Note: If you have selected the Typical  option, only the administration will be installed; if 

you select Complete , the conpal LAN Crypt ScriptingAPI  will also be installed. 



6. After having checked your settings, click Install  in the Ready to Install the Application 

dialog. The installation process starts. 

7. If the installation is successful, a dialog box appears. In it, click Finish  to complete the 

installation. 

Unattended installation means you can install conpal LAN Crypt automatically on a large num-

ber of computers. 

The Install folder contains the LCAdmin.msi file required for an unattended installation. 

The following list shows which components must be installed and the way in which you specify 

them for an unattended installation. 

The keywords indicate how the individual components must be specified under AddLocal = if 

an installation is performed without user interaction. The names of the individual keywords for 

the components are case-sensitive! 

AddLocal= Administration  

Installs only the conpal LAN Crypt Administration. 

AddLocal= Administration,ScriptApi  

In addition to the conpal LAN Crypt Administration the Scripting-API will be installed. 

Example : 

msiexec /i lcadmin.msi /qn AddLocal=Administration  

In the example only the conpal LAN Crypt Administration will be installed without user interaction. 

Note: If you do not specify a component, a complete installation will be performed. 

To perform an unattended installation, you must run msiexec  with specific parameters. 

Mandatory parameters:  

/I  

Specifies which installation package is to be installed. 

/QN 

Installation without user interaction (unattended setup). 

Name of the *.msi file: lcadmin.msi 

Syntax: msiexec /i < path >\ lcadm in .msi /qn  



Optional Parameter s: 

/L * xv < path + filename > 

Logs the complete installation procedure in the location specified under <path + filename>. 

Example : 

msiexec /i C: \ Install \ lcadmin.msi /qn / L* xv c: \ Log \ l og. txt  

This carries out a complete installation of conpal LAN Crypt. The program is installed in the 

default installation directory 

( <System  drive >: \ Program  Files  (x86) \ conpal \ LAN Crypt \ Administration . 

The .msi file is located in the Install folder of conpal LAN Crypt installation package. 

For upgrading conpal LAN Crypt 3.97 or 4.0x to this version of conpal LAN Crypt Administration 

the following steps are necessary: 

Â Installing the new version 

Â Upgrading the existing database 

Â Running the upgrade wizard 

Note : The first logon after upgrading has to be performed by a Master Security Officer. 

If you are using a LAN Crypt version older than version 3.90, you must first upgrade to conpal 

LAN Crypt version 3.97 before you install version 4.03. 

Install the new version as described. 

Note: Make sure that all instances of conpal LAN Crypt Administration are closed before you 

install the new version. 

Using the command line tool CreateTables.exe  you can upgrade the structure of the tables 

in your conpal LAN Crypt database. The tool is available in the \Install folder of your installation 

package. 

Note: Logon to the database has to performed with privileges that allow creation and modifi-

cation of the database schema. 

Command line syntex : 

CreateTables <ODBCName[. OwnerName]> <SQL  diale ct> < ac tion>  

CreateTables.exe offers the following parameters for creating tables in other configurations: 



ODBCName:  

The name used for the ODBC data source. 

OwnerName : 

For the database to be addressed correctly, the database owner has to be specified for 

Oracle databases. The owner has to be specified in CAPITALS. 

SQL dialect:  

m ... Microsoft SQL server 2012 (SP4), 2016 (SP2), 2017 or 2019 

o12 ... Oracle Version 12 

o19 ... Oracle Version 19 

Action s: 

u ... Update of the database structure 

Example  1: 

CreateTables SGLCSQLServer m u  

Example  2: 

CreateTables SGLCSQLServer.SGLC o 19 u 

After an intermediate upgrade to version 3.97, the login information must be entered again 

under Central Settings on the server page. If you use a Microsoft directory service , do as 

follows: 

Â Enter the Domain name under Domain or Server Name. 

Â Enter the User Name as username@Domainname. 

Note: You can only uninstall conpal LAN Crypt if you have Windows Administrator privileges. 

1. Select Start , Settings , Apps . 

2. Select conpal LAN Crypt Administration  from the list of installed programs. 

3. Click Uninstall  to uninstall the conpal LAN Crypt Administration. 

4. If you really want to uninstall the conpal LAN Crypt Administration, confirm the warning 

message displayed by clicking OK. 

5. Restart  the system to complete the uninstallation process. 

Note: When uninstalling conpal LAN Crypt the contents of the conpal LAN Crypt Database is 

preserved. If required, the database has to be deleted separately by using operating system 

tools or the database administration tool. Also, all user specific settings remain on the system 

(registry keys, group policy settings and so on). 



conpal LAN Crypt Administration integrates seamlessly in Microsoftôs Management Console 

(MMC) and offers a Security Officer a trustworthy user interface with typical MMC functionality. 

The Administration Console was developed to enable users to benefit from existing Windows 

replication tools. This not only helps to achieve high levels of efficiency but also reduces the 

total costs of ownership (TCO), since customers who have a large number of workstations 

usually only want to implement one system for administering them. 

The conpal LAN Crypt Administration Console is usually installed on a separate machine, from 

where the required directory services and the conpal LAN Crypt database can be accessed. 

conpal LAN Crypt uses the concept of Security Officers. Initially there is one Master Security 

Officer who installs the Administration Console. During installation the Master Security Officer 

must specify where the certificates and key files (the public part of the Security Officerôs certif-

icate and *.p12 files containing the user certificates which have to be imported on the client 

machines) generated for users are to be saved. After installation you must specify where the 

policy files generated for the users are to be saved. Policy files containing the encryption rules 

are generated for each user. 

 

Certificates, *.p12 files and policy files are automatically imported by the clients from the spec-

ified storage location at a later point in time. 

The clients must therefore be able to access these directories. The Master Security Officer and 

the System Administrator must work together to define these directories (usually shared net-

work folders). 



Clients can use group policies when they log on to a domain controller to find out how to access 

these files. The System Administrator specifies the storage locations in the conpal LAN Crypt 

Configuration Console. conpal LAN Crypt is configured in the group policy object that is valid 

for the users. 

conpal LAN Crypt clients do not need to connect to the conpal LAN Crypt database. 

The information required for finding certificates, *.p12 files and policy files can be found at 

logon in group policies. These files are then automatically transferred to the clients. 

To import a certificate, a user must have a password. In the case of certificates generated by 

conpal LAN Crypt, the p12pwlog.csv file contains the passwords and can be used, for example, 

to create a PIN letter. 

Preparations : 

Â Optional: Installation of the DBMS (Microsoft or Oracle). Creation of a new database 

"LANCRYPT". The databases prepended in the DBMS should not be used for conpal 

LAN Crypt! 

Â Add data source (32-bit ODBC) as system DSN (see chapter 3.2.2). 

Â Create database tables with CreateTables  (or extend them during an upgrade). 

Â System Administrator : Define settings in the conpal LAN Crypt configuration console. 

Â Create initial Master Security Officer. 

Â Define the storage locations in the Admin Console: 

o for User key files and Security Officer certificates generated by conpal LAN Crypt 

o for Security Officer key files generated by conpal LAN Crypt 

o for the password log file of the automatically generated passwords of the key files 

(only if the certificates are generated by conpal LAN Crypt) 

o for policy files generated by conpal LAN Crypt (please contact the system adminis-

trator to implement these steps) 

Note: If you are using an Oracle database and access the database from Administration 

Consoles on different machines, you should now also specify the code page settings (see 

ñThe Database tabñ on page 54). 

Â Create additional (Master) Security Officers 

Â Define rights for Security Officers 

Â Import objects (Organizational Units, groups, users) from the directory service (e.g. Active 

Directory) 

Â Create conpal LAN Crypt groups and fill them with the objects imported from the directory 

service (users, groups) 



Â Assign the conpal LAN Crypt groups and the responsible Security Officer to the individual 

organizational units or regions, as well as define their rights 

Â Create keys 

Â Create encryption rules 

Note: We recommend defining encryption rules only in conpal LAN Crypt groups. En-

cryption rules in directly imported directory objects represent a security risk and are also 

prone to errors. 

Â Generate and assign certificates for the users 

Â Generate policy files for the users. 

After installation, you must work through the following steps before you can start administering 

conpal LAN Crypt: 

Â Optional: install database management system 

This is only necessary if your database system does not include a database you want to use 

for administering conpal LAN Crypt. 

conpal LAN Crypt supports the following database systems: 

Â Microsoft SQL Server 2012 SP4 (incl. Express) 

Â Microsoft SQL Server 2016 SP2 (incl. Express) 

Â Microsoft SQL Server 2017 (incl. Express) 

Â Microsoft SQL Server 2019 (incl. Express) 

Â Oracle 12 

Â Oracle19 

Note: If you are using an Oracle database, you must install the Oracle client before you 

can use conpal LAN Crypt Administration. If you select the ñruntimeò variant of the Oracle 

client you must also install the Oracle ODBC driver. 

conpal LAN Crypt does not sup port Microsoft ODBC for Oracle.  

Make sure that you do not use any of the manufacturerôs reserved key words when you 

generate database objects. 

Â Specifying a data source (ODBC) 

If you want to use your own database system, you must know the access data for the 

database you want to use so that you can specify the data source. 

Â Creating database tables 

After specifying the data source, you have to create the conpal LAN Crypt tables in the 

database using the tool provided with your software (CreateTables.exe ). 



The following description refers to the Microsoft SQL Server 2019 Express Edition. For this ex-

emplary description, the default settings of this version have been used as much as possible. 

To install the database system, do as follows: 

1. Download a current version of Microsoft SQL Server Express (for example, Microsoft 

SQL Server 2019 Express) from the Microsoft Web site. Then double-click the installation 

file in the download folder. For Microsoft SQL Server 2019 Express, this is SQL2019-SSEI-

Expr.exe. 

Note: If you use a 64-bit operating system download the 64-bit version of Microsoft SQL 

Server 2019 Express Edition from www.microsoft.com. 

2. Accept the license agreement and click Next . 

3. The installation files are extracted and the installation wizard starts. 

4. Follow the installation wizard instructions and accept the default settings. 

Default  setting s: The following description of preparatory steps refers to the default 

settings. If you make any changes (authentication method, database instance), you have 

to take them into account when specifying the data source and creating the database 

tables. 

Database authentication:  By default, the Express Edition uses Windows authentica-

tion. A prerequisite for using Windows authentication is that the user who logs on to the 

database has Windows administrator rights. 

Master  database : By default, the existing master database is used when specifying the 

data source. In general, we recommend NOT to use the master database  since it may 

cause problems when upgrading the Express Edition or the SQL Server version. 

You can create a separate database for conpal LAN Crypt and specify it when adding 

the data source. For the Microsoft SQL Server 2019 Express Edition you can create a 

database by using the following command on the command line: 

osql - E - S . \ SQLEXPRESS -Q ñCREATE DATABASE <name_of_the _database >ñ  

A database with the specified name using Windows authentication is created. 

With parameter - U, for example, you can specify a user name for authentication. To see 

all parameters, type osql - ?. 

You can also use another version of Microsoft SQL Server Express (conpal LAN Crypt 

Version 4 supports Microsoft SQL Server Express from version 2012). 

You can also download Microsoft SQL Server Management Studio Express, which is 

available for free, and use it to create a separate database. 

In the next step, a data source has to be specified so that conpal LAN Crypt can use the 

database system. 



Note: The data source has to be added with the 32-bit ODBC Data Source Administrator, which 

is also available on 64-bit systems. Start the ODBC Data Source Administrator by clicking 

Start\conpal\Administration. This ensures that the correct version is launched. 

Specify a data source so that conpal LAN Crypt can use the database via the data manage-

ment system. To do so, use the ODBC data source administrator. 

ODBC (Open Database Connectivity) allows data to be accessed on a wide variety of database 

management systems. For example, if you have a program for accessing data in an SQL da-

tabase, ODBC lets you use the same program to access data in another, different database. 

To do this, you must add ñdriversò to the system. ODBC supports you when you are adding 

and configuring these drivers. 

To add a data source: 

1. Select Start\Settings\Control Panel\Administrative Tools\Data Sources (ODBC). The 

ODBC Data Source Administrator opens. 

2. Select the System DSN tab  and click Add... . 

A list now appears to which you can add data sources, each with its own System 

DSN (system data source name). These data sources are saved locally on a com-

puter but are not assigned to any particular user: any user who has the appropriate 

rights can use a System DSN. 

3. Select SQL Server  as the driver for which you want to create the data source and 

click Finish . 

Note: If SQL-Server Native Client is available in the list, select this entry. To secure 

the connection between the conpal LAN Crypt Administration and the SQL Server, we 

recommend using "ODBC Driver 17 for SQL-Server" or a newer version. This driver 

enables connection encryption with TLS 1.2 and thus offers increased security. A 

download is possible via: https://go.microsoft.com/fwlink/?linkid=2120137 

4. A dialog now appears in which you enter the SGLCSQLServer  name to reference the 

data source. 

You configure the data source reference name in conpal LAN Crypt Configuration. 

The default setting is SGLCSQLServer . If you want to use a different name, enter it 

in the configuration. 

Note: The name of the ODBC source is case-sensitive! Here you must enter names 

in exactly the same way as they were specified in conpal LAN Crypt Configuration. 

You must enter the names in the configuration before running the conpal LAN Crypt 

Administration Console for the first time. 

5. In the Server field, select the server you want to use to establish the connection and 

click Next . 

https://go.microsoft.com/fwlink/?linkid=2120137


6. Accept the default settings in the next dialog. If you accept the option With Windows 

NT authentication using the network login ID  you specify that Windows user data 

is to be used to log on to the database system. You do not need to enter a password. 

Click Next . 

7. Choose as default database the database (e.g. LANCrypt) that you have created for 

conpal LAN Crypt and confirm it. 

8. In the next dialog, accept the default settings and click Finish . 

Using the command line tool CreateTables.exe  you create the required tables in your conpal 

LAN Crypt database. 

The tool is available in the Install directory of your unzipped installation package. 

Note: Logon to the database has to be performed with privileges that allow creation and mod-

ification of the database schema. 

To create the table in your database, do as follows: 

1.) Enter the following on the command line: CreateTables SGLCSQLServer m c . 

If you have used the defaults during installation, configuration of the database sys-

tem is now complete. You can now start conpal LAN Crypt Administration. 

CreateTables <ODBCName[. OwnerName]> <SQL  Diale ct > <A ction>  

CreateTables.exe  offers the following parameters for creating the tables in different configu-

rations: 

ODBC Name:  

The name you used for the ODBC data source. 

Owner  Name 

For the database to be addressed correctly, the database owner has to be specified for 

Oracle databases. The owner has to be specified in CAPITALS. 

SQL Diale ct:  

m ... Microsoft SQL Server 

o12 ... Oracle 12 or newer Version 

o19 ... Oracle 19 or newer Version 

Action s: 

c ... Create all tables 



Example  1: 

CreateTables SGLCSQLServer m c  

Example  2: 

CreateTables SGLCSQLServer.SGLC o 19 c 

conpal LAN Crypt uses the concept of Security Officers. Initially there is one Master Security 

Officer, who can delegate tasks later on by creating additional Security Officers and assigning 

them specific rights for the administration of conpal LAN Crypt. The first Master Security Officer 

may even create additional Master Security Officers. 

ACLs are used to define the rights assigned to the Security Officers created by a Master Se-

curity Officer. Individual Security Officers can then be assigned to different organizational units 

in central Administration. Their rights then apply exclusively to the organizational unit to which 

they have been assigned. These rights are inherited downwards in the organizational hierarchy 

until other rights are assigned. 

After you have set up the database system and the data source, the next step, when conpal 

LAN Crypt Administration Console runs for the first time, is to create an initial Master Security 

Officer. 

A Master Security Officer always has all existing rights. 

Note: When creating the initial Master Security Officer, you must also define the storage loca-

tion for the certificates and key files generated by conpal LAN Crypt. The public part of the 

Security Officerôs certificate (*.cer), which is needed by the clients, is also stored there. User 

certificates (*.p12 files) are also imported from this directory later on. The folder you defined 

with the System Administrator should already be available (network share). 

All settings made when creating the initial Master Security officer can be changed at a later 

point in time under Central Settings  in the conpal LAN Crypt Administration Console. 

After the Administration function runs for the first time (Start, conpal, Administration), and you 

log on to the database, you see the wizard for creating the initial Master Security officer. 

Enter the data for the initial Master Security Officer. The name you enter here is used as a 

Common Name in the certificate if you use certificates generated by conpal LAN Crypt. E-Mail 

Address and Comments are optional. Click Next . 

Note: The e-mail address is added to the password log file for certificates generated by conpal 

LAN Crypt. It can, for example, be used to create a PIN letter via e-mail. 

 



In the Wizardôs second dialog, specify the storage locations for 

Â generated certificates (*.cer) and key files (*.p12) 

Â generated Security Officer certificates and 

Â the log file for the automatically-generated passwords of generated key files. 

conpal LAN Crypt can generate self-signed certificates if required. The key files (* .p12) gen-

erated for the users in this way contain the private keys as well as the certificates. These are 

generated when assigning the certificates for the users. The associated storage location must 

be specified in the second dialog of the assistant. Generally, this is a network share that these 

files are made available to users. 

The public part of the Security Officer certificate (*.cer) is also saved here. 

Users must be provided their key files or certificates (*.p12), policy files, and the public portion 

of the certificate (*.cer file) of the security officer who created and signed the user certificates. 

This is done for the conpal LAN Crypt Client configuration using group policies or registry set-

tings (if no Active Directory is available or should not be used for security reasons). With these 

settings the client gets the appropriate access paths. We recommend the use of UNC paths 

and FQD names. 

If a corresponding "*.cer" file is found that contains the public key of the Security Officer certif-

icate, it is automatically imported. 

Note: To use the described functionality, the corresponding paths must be set in the conpal 

LAN Crypt configuration. 

Alternatively, the users' key files and the public part of the Security Officer certificate can be 

distributed manually. In this case make sure that both are imported by the clients. 

Note: The public certificate of the security officer who created the policy files must always be 

imported by the clients. 

If you change the path on which the public certificates (*.cer) of the Security Officers and the 

key files (*.p12) of the users are stored, e. g. after you have created additional Security Offic-

ers, you must copy these files to the new location. Otherwise, the public part of the Security 

Officers certificates will not be found by the conpal LAN Crypt clients. The key files for users 

must also be generated under the new path. 

conpal LAN Crypt stores Security Officer certificates in *.p12 files, for example, as backups. 

Here you can specify the folder to which they are saved. 

Note: Because they involve sensitive data it is vital that you protect them against unauthorized 

access! 



The storage location and name for the password log file of the generated PKCS#12 files can 

be specified here (default name: p12pwlog.csv). This file contains the passwords of the gen-

erated PKCS#12 key files (*.p12). This can e. g. also be used to create a PIN letter. 

Note: You should protect this file and under no circumstances save it in the same folder as the 

Policy files. 

With conpal LAN Crypt you can easily protect the password log file. To do so, install the Ad-

ministration and Client on the same computer. After creating the initial Master Security Officer, 

create an encryption rule that encrypts the password log file, generate a profile for the initial 

Master Security Officer, and load the profile. The encryption key used should only be available 

to Master Security Officers and Security Officers that have the right to create certificates. 

Note:  If you install both components of conpal LAN Crypt, the Admin Console and the Client 

Application, on the same computer, both must be of the same version . 

Running the initial encryption wizard will encrypt the password log file. To ensure that the 

password for the initial Master Security Officer was not compromised while the file was not 

encrypted, create a new certificate and assign it to the initial Master Security Officer. 

Note: If the Security Officer who is assigning certificates has no file system right to change the 

password log file, conpal LAN Crypt will not be able to generate certificates. 

Click Next . 

In the Wizardôs third dialog, specify the period of validity for the certificates generated by conpal 

LAN Crypt and assign an existing certificate, or one generated by conpal LAN Crypt, to the 

Security Officer. 

If you use a certificate generated by conpal LAN Crypt, it is valid for the specified period. All 

certificates generated after this one also has this period of validity. 

You must select an encryption certificate that will be used to secure the Security Officerôs data. 

Alternatively, you can also select a signature certificate that the Security Officer can use to 

authenticate themselves to conpal LAN Crypt Administration. If you do not specify a signature 

certificate, the encryption certificate will also be used as a means of authentication. 

Click the Browse...  button to select an existing certificate or to have conpal LAN Crypt gener-

ate a new one. In the next dialog, click New Certificate . Select the new certificate from the list 

and click OK. 

 
































































































































































































































































































